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ERPScan

Å Innovativecompanyengagedin ERPsecurityR&D

Å Part of Russiangroup of companiesά5ƛƎƛǘŀƭ{ŜŎǳǊƛǘȅέfounded
in 2002

ÅFlagshipproduct- ERPScanSecurityScannerfor SAP

ÅTools: Pentestingtool, sapsploit,web.xmlscanner

ÅConsultingServices: SAPPentest, SAPAssessment,SAPCode
review
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LeadingSAPAG partner in the field of discoveringsecurity
vulnerabilities by the numberof foundedvulnerabilities
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SAP? Who cares?
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SAP? Who cares?
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SAP? Who cares?
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J2EE Engine 

ÅAutomation of businessprocesseslike ERP,PLM,CRM,SRM
basedABAP.

Å Integration, collaboration and managementbased on J2ee
engine:
ïSAPPortal

ïSAPPI

ïSAPXI

ïSAPMobile Infrastructure

ïSAPSolutionManager
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aŀƴȅ {!t ǎȅǎǘŜƳǎ ŘƻƴΩǘ ǳǎŜ !.!t ǎǘŀŎƪ ǎƻ ŀƭƭ 
old tricks will not work



J2EE Engine 

ÅAdministratorsanddevelopersfocusedon ABAPstack

ÅPentestersmostlyfocusedon ABAPstack

ÅResearchersmostlyfocusedon ABAPstack

ÅGRCconsultantsfocusedonlyon ABAPstack

It isbecomingmoresecurebutΧ.
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Hackers know about it. So they will find easier 
ways to control your business! 



J2EE Platform Architecture   
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Security
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Remotecontrol

Authentication

Data Source

User Management

Encryption



Remote control
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ÅVisual Admin ςold and powerful administration engine

ÅNWAςWeb-based administration of J2EE Engine

ÅJ2EE Telnet ςcan be used to perform some administration tasks

There are also more tools that

can be used for remote management

but they use ether HTTP or P4 or telnet rotocol



Authentication
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ÅDeclarative authentication: The Web container (J2EE Engine) 
handles authentication

ÅProgrammatic authentication. Components running on the J2EE 
Engine authenticate directly against the User Management 
Engine (UME) using the UME API. 

Web Dynpro, Portal iViews =  programmatic
J2EE Web applications          = declarative or programmatic



Declarative authentication  
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WEB.XML file is stored in WEB-INF directory of application root.

<security-constraint>
<web-resource-collection>
<web-resource-name>Restrictedaccess</web-resource-
name>
<url-pattern>/admin/*</url-pattern>
<http-method>DELETE</http-method>
</web-resource-collection>

<auth-constraint>
<role-name>admin</role-name>
</auth-constraint>

</security-constraint>



Data Source

erpscan.com 15ERPScan τ invest in security to secure investments

ÅDatabase only data source. All master data stored in the 
database of the SAP Web Application Server Java. Intended for 
small environment.

ÅLDAP Directory data source.Can be read-only or writable. This 
option is rare due to our practice.[6]

ÅABAP-based data source. !ƭƭ ǳǎŜǊǎΩ Řŀǘŀ ƛǎ ǎǘƻǊŜŘ ƛƴ ǎƻƳŜ {!t 
NetWeaverABAP engine.  Usually it is done by using 
communication user SAPJSF_<SID>.

User SAPJSF can have 2 different roles :

SAP_BC_JSF_COMMUNICATION_RO

SAP_BC_JSF_COMMUNICATION



User Management
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ÅUME - User management engine.  Using UME you can manage 
all user data thought web interface. 
http://server:port/useradmin

ÅVisual Admin.  Using Visual Admin you can manage all user data 
thought P4 protocol. 

ÅSPML.  Service Provisioning Markup Language (SPML) - new 
unified interface for managing UME 
http://server:port/spml/spmlservice

ÅOther


